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Avoid Getting Hooked By “Phishers”

Have you ever received an unusual email warning of a “problem” with your account, urging you to ‘update your security information’, but you weren’t sure if the e-mail was legitimate or not? If you answered “yes,” you are not alone.

This common type on online scam is called phishing and is designed to trick consumers into disclosing personal or financial information for the purpose of financial fraud or identity theft.

Here’s how it works:

	You receive an unsolicited e-mail appearing to be from a legitimate company. A typical phishing e-mail will give you a phony reason, such as a security breach or contest, in an attempt to trick you into providing your personal information. 

The e-mail will often urge you to click on a link that takes you to a fake website. 
	The fake website will look authentic – copying the brand name, logo and other online information of a real company and will ask you for personal information such as credit card numbers, account numbers, passwords, date of birth, driver’s license number, or even social insurance numbers. 
While you may think you are giving your information to a valid company, you are actually providing it to a fraudster!

“It’s important for Canadians to be vigilant about protecting themselves against phishing,” said Jim O’Donnell, senior vice-president and chief information security officer, RBC. “The best way to do this continues to be through education and awareness.”

Follow these tips to help you avoid getting hooked by online fraudsters: 

	Never provide your confidential or financial information over the internet in response to unsolicited e-mails.
	Play it safe! If you don’t know the source of an e-mail or if it looks suspicious, do not open it. 
	Be cautious! Even if you recognize a sender’s e-mail address, do not rely on that alone because addresses may be fake. Pay attention to the contents of the e-mail and be careful of any embedded links.
Never click on a link or attachment in an e-mail that you suspect may be fake. 

	Be sure! If you are unsure whether you are on a legitimate website, reopen your internet browser and type the company URL in the address bar yourself.

Before you enter confidential or financial information online, check for the lock icon on your browser. Ensure the URL in the browser address bar starts with “https.” 
	Be alert! Just because an e-mail or website appears to be from a legitimate company, doesn’t mean it is. Phishing schemes are designed to look real to trick users into divulging personal information for the purpose of financial fraud or identity theft.
Always follow safe computing practices. 
Visit RBC’s Phishing Resource Centre for tips on how to recognize, report and help protect yourself against phishing.

For more information about protecting yourself against phishing, please visit our phishing tutorial @ www.rbc.com/security/phishing.html

